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ABSTRACT 

 

This paper proposes a network security framework concept, so called the Six-Ware Network 

Security Framework (SWNSF). The SWNSF aim is to increase a Local Area Network (LAN) 

security readiness or awareness in a network security environment. This SWNSF proposal is 

proposed in order to enhance an  organization’s network security environment based on cyber 

protect simulation experiences. Strategic thoughts can be implemented during cyber protect 

simulation exercise. Brilliant ideas in simulating an network security network environment 

become good lesson learned. The implementation for proper security strategy could secure an 

organization LAN from various threats, attack and vulnerabilities in concrete and abstract 

levels. Countermeasure strategy, which is implemented in this simulation exercise is presented 

as well. At the end of this paper, an initial network security framework proposal, so called the 

Six-Ware Network Security Framework has been introduced. 
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1. INTRODUCTION 

 

In terms of network security environment it cannot be denied that as the cost of information 

processing and internet accessibility falls, civilian, military and government organizations 

security environments are becoming increasingly vulnerable from cyber threats or attack, e.g., 

network intrusions, DoS, phishing, spoofing, viruses, flooding, etc. At this point, a LAN security 

manager might allocate budget, spreading it for network security tools, e.g., anti-virus software, 

firewalls, intelligent routers or expensive modeling and simulation (M&S) tools. M&S is an 

effective technique to support better understanding for LAN security managers in concrete and 

abstract levels [1].  M&S can be used to identify weaknesses proactively and it can also provide 

education and training using “what if” scenarios reactively. Ultimately when new threats appear 

the ability of an organization to respond is significantly enhanced. One good lesson learned in the 

context of network security environment issue today is the phenomenon of Panama papers where 

over 11.5 million files have been leaked including 2.6 terabytes of data. In the case of Panama 

papers leak, E-mail is the most of affected records (4,804,618 files), followed by database format 

(3,047,306 files), PDF document (2,154,264 files), image file (1,117,026 files), text documents 
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(320,166) and others file (2,242 files) (see Fig. 1). At this point it is still unclear whether the 11.5 

million files were obtained through hacking (data breach) or leaked from someone inside of the 

Panamanian law firm (insider leak). But from a cyber protect perspective, the lessons are nearly 

identical either way [2],[3],[4],[5].  

 

 
 

Figure 1. Number of files revealed in Panama Papers data leak in April 2016 by type,                 

Source: Statista.com.  [5] 

 

Another good lesson learned in the context of network security environment issue today is the 

phenomenon of WannaCry Ransomware attack which affected companies and individuals in 

more than 150 countries, including government agencies and multiple large organizations 

globally. It was a cyber attack outbreak that started on 12 May 2017 that targeting machines 

running the Microsoft Windows operating systems. In Indonesia, two major hospitals were 

affected by this type of computer virus, they are the Harapan Kita Hospital and the Dharmais 

Cancer Hospital, which halted health information systems services in both hospitals as a result 

[6]. The affected systems had all data encrypted and a message from the attacker demanding 

payment of a ransom within 3 days using bitcoins or else the cost would increase. Anyone who 

refused to pay would eventually lose access to their files and information stored in them. 

WannaCry Ransomware attack is often delivered via emails which trick the recipient into opening 

attachments and releasing malware onto their system in a technique known as phishing.  

 

 
 

Figure 2. Screenshot of the ransom note left on an infected system, 

 Source: Wikipedia.com.  [7] 
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Based on  above two good lessons learned in the context of computer security, the purpose of this 

paper is to enhance computer network security awareness environment within an organization in 

order to overcome the various security threats, attack and vulnerabilities through empowering 

modeling and simulation strategy based on network security framework models. It also meets the 

demands of the countermeasures strategy and policy of an organization. This paper was inspired 

by the NIST network security platform version 1.0, 12 February 2014.  

 

The rest of the paper is structures as follows. Section 2 presents the cyber protect simulation tool. 

Section 3 presents simulation lesson learned. Section 4 explains countermeasures strategy. 

Section 5 discusses why an organization needs to adopt an appropriate network security 

framework model to enhance its network security environment. Section 6 describes contribution 

of this paper by proposing an initial proposal, called The Six-Ware Network Security Framework 

(The SWNSF), this contribution is an early concept inspired by cyber protect simulation 

experiences. Section 7 contains concluding remarks and future work for the SWNSF 

development. 

 

2. CYBER PROTECT SIMULATION TOOL 

 

The Cyber Protect is a software for network security simulation tool designed by the DISA [8]. It 

is a dynamic learning model environment for information security countermeasures in a Local 

Area Network (LAN) environment. Cyber Protect has four quarters simulation steps. The user is 

challenged to make crucial security decision steps about what resources/ countermeasures to 

purchase and then try to run it [9]. Then, the simulation steps is set in motion and repeated four 

times where the user faces a various network attack:  

 

• First step, choose computer network security resources, e.g., user training, redundant 

systems, access control, virus protection, backup, disconnection, encryption, firewalls, and 

intrusion detection.  

  

• Second step, applies/installs resources by drag and drop to a specific location on the cyber 

protect simulation dashboard.  

   

• Third step, experiencing a variety of attack. There are nine possible forms of attack, e.g., 

packet sniffers, viruses, jamming, flooding, imitation (spoofing) and social engineering 

attack. The attack might come from outside and inside a company.    

 

• Fourth step, receiving report indicating performance level. The user receives a final score 

report based on how well he did in purchasing also applying simulation resources to tackle 

the variety of attack. 

 

In cyber protect simulation exercise, the user acts as an information leader within an organization. 

The user has full responsibility to protect or to defend his LAN department. Moreover, by 

utilizing cyber protect simulation dashboard, the user can freely setup the best and appropriate 

strategies of a LAN configurations which are expected to be immune from various types of threat, 

attack or data breach [10].  In order to successfully complete the simulation, meeting a 

"commanders" goal, the user needs to score 90 or above. But in the real world situation, the 

information security officers (CISO, etc.) also need a good fortune as well in order to tackle 

various attakcs. Even with perfect "known" security, the enemy may still find a security hole (see 

Figure 3). 
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Figure 3. Cyber protect simulation dashboard 

 

3. SIMULATION LESSON LEARNED 
 
During the process of cyber protect simulation exercise, the user will experience several types of 

threats, attack and vulnerabilities, i.e.:  

 

• Flooding, from Internet (external), where the symptom on incident report stating “Network 

server and/or Router function seriously impaired, degraded or crashed”. 

 

• Viruses, from internal network stating “Network users report odd characters, noises, tunes, 

and/or messages appearing on work station screens. Network operations are unusual, 

degraded or crashed”. 

 

• Packet Sniffer, from Headquarters (HQ) stating “Slight degradation in time required for 

network information transference”. 

 

• Jamming, from HQ stating “Network Transmissions become unreliable or unreadable due 

to interfering signals”. 

 

• Social engineering attack, from internal network stating “Report of suspicious attempts by 

outside individuals to gain access to information”. 

 

To deal with those threats, attack and vulnerabilities cyber protect simulation exercise was 

divided into four quarter tasks, each quarter consist of at least two threat types, attack and 

vulnerabilities. Every result obtained in each quarter task is displayed into a form of quarter 

summary reports. Useful experiences during cyber protect simulation process whereby the user 

can investigate any failures in his network security at the previous quarter. The user determines 

why controls in place did not prevent  threats, attack & vulnerabilities, while making attempts to 

improve the network security system at the sub-sequent quarter. 

 

4. COUNTERMEASURES STRATEGY 
 

Countermeasure strategy and methodology were needed during cyber protect simulation exercise. 

The user was asked to design a secure process, technology and personnel of the computer 

network systems, effectively and efficiently. The user can also identify residual risks of the 

modelled LAN. At this point, it was found that most of threats and attack came from internal 

network; these are more difficult to tackle than the external ones (outsiders). From the threat-

driven approach perspective, most threats that came from insiders and outsiders (internet) can be 
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handled effectively through a proper methodology e.g., placing proper security and adequate 

peripherals, such as, firewalls, IDS and encryption, etc. The threat-driven approach is a 

methodology, a set of practices and a mindset. In Wikipidia, threat modeling is a process by 

which potential threats can be identified, enumerated, and prioritized – all from a hypothetical 

attacker’s point of view. Therefore, based on the behavior network model of intended functions, 

the user identifies and build formal models of security threats, which are potential misuses and 

anomalies of the intended functions that violate network security aims. [11],[12],[13].  

 

 
 

Figure 4. Design of secured LAN 

 

Figure 4 shows a success countermeasure strategy for a LAN modeled configuration by 

developing appropriate security strategy, effectively and efficiently. It was found that the proper 

security strategy worked very well in the proposed modeled network security system; the strategy 

works as follows:    

 

• First, configure one medium firewall and one low encryption system at the main router 

that is connected directly to the internet. The aim is to anticipate threats or attack from 

outside the network. A good firewall system configuration can anticipate a variety attack 

from the Internet.  

 

• Second, configure three low level of access control units at the entrance and exit of  data 

communication lanes in the network to make it sure  that there is no communication path 

that is not observed in the network. These access control units work as an early warning 

control system for the network administrator and it has the capability of monitoring all data 

transmission in the network. 

 

• Third, complete system security in every servers with proper security equipments, e.g., 

high antivirus system, low level backup system, one medium Intruder Detection System 

(IDS) and one medium redundant system. This strategy can be applied to secure server 

from various attack.  

 

• Fourth, configure two low level backup systems on a particular client who has a high risk 

job in order to avoid from internal threats or breaches, especially via social engineering 

attack. 

 

It was found that the proper implementation of countermeasure strategy is a crucial point in cyber 

protect simulation exercise. The countermeasure strategy might be implemented in various LAN 

departments, but it depends on its information security and risk management policies. On the 
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other hand, several countermeasure strategies, e.g., Security-In-Depth Strategy by the US 

Homeland security or Pro Curve-Pro Active Security Strategy by the Hewlett-Packard innovation 

centre can be found on internet.. 

 

4.1. SECURITY-IN-DEPTH STRATEGY 

 

In October 2009, the US Homeland security developed a security-in-depth strategy as a 

recommended practice in order to improve Industrial Control Systems (ICS) network security 

[14]. This strategy is not just about deploying specific technologies to counter certain risks, but it 

depends on how effective security program for an organization in terms of   accepting network 

security as a constant constraint on all cyber activities in the organization. Figure 5 shows an 

overview on the key elements of a security-in-depth strategic framework. The basic principles of 

this framework are as follows:  

 

• First, to know the security risks that an organization faces. 

• Second, to quantify and qualify those risks. 

• Third, to use key resources to mitigate security risks. 

• Fourth, to define each resource’s core competency and identify any overlapping areas. 

• Fifth, to abide by existing or emerging security standards for specific controls. 

• Sixth, to create and customize specific controls that are unique to an organization.  

 

 
 

Figure 5. The strategic framework for network security-in-depth 
 

An organization needs to understand its information security risks. It is necessary to understand 

and improve organizational security awareness as an integral part in implementing the strategy 

security protection against its sensitive information. Understanding potential threats and 

vulnerabilities risks is the basic security policy of an organization. The organization should 

undergo a rigorous risk assessment that covers all aspects to understand risk. Risk assessments are 

very crucial steps in defining, understanding, and planning remedial efforts against specific 

threats and vulnerabilities. All level areas and levels in the organization, including executives, 

must support the valuable risk assessments which are constantly updated at timely intervals. 
 

4.2. PROCURVE-PROACTIVE SECURITY STRATEGY 

 
In February 2007, the Hewlett-Packard (HP) innovation proposed a new comprehensive network 

security strategy based upon the revolutionary Pro Curve Adaptive EDGE Architecture™ (AEA) 

[15]. This security strategy embraces distributed intelligence at the network edge and takes a 

holistic approach to an organization’s or company’s networking. The HP innovation declared a 

new security vision, called Pro Curve-Pro Active Security strategy, which is expected to change 
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dramatically how network security is deployed from now on. Pro Curve-Pro Active security 

strategy delivers a trusted network infrastructure that is immune to a variety of threats/attack. It 

has three main pillars:   

 

• Access Control, ProCurve ProActive Security strategy proactively prevent network 

security breaches by controlling which users have appropriate access to network systems.  
 

• Network Immunity, ProCurve ProActive Security strategy is able to detect and respond to 

internal network threats, i.e. viruses, worms, etc., as well as to monitor the behavior and 

applies security information intelligence in order to assist network security officers in 

maintaining a high level of network availability.  
 

 
 

Figure 6. The Three Pillars of Access Control, Network Immunity and Secure Infrastructure 
 

• Secure Infrastructure. ProCurve ProActive Security strategy secures the network for 

policy automation from unauthorized extension or attack to the control plane; includes 

protection of network components and prevention of unauthorized managers from 

overriding mandated security provisions. It ensures the integrity and confidentiality of 

sensitive data, also to protect valuable data from data manipulation or  eavesdropping, end-

to-end VPN support for remote access or site-to-site privacy, and wireless data privacy (see 

Figure 6). 

 

One of unique aspects of the ProCurve-ProActive security vision and strategy is that it combines 

both the security offense and security at the same time and, most importantly, at the network 

edge. This combined offense and security is possible only because ProActive security is based on 

AEA principles, which drive intelligence to the network edge while retaining centralized control 

and management. ProActive security has specific strategy such as identity driven manager, 

network immunity manager with Network Behavior Anomaly Detection (NBAD) capabilities, 

policy control at the edge (clientless endpoint integrity web authentication), trusted agent access 

for LANs, WANs and WLANs as a Standards-based endpoint integrity.  

 

5. NETWORK SECURITY FRAMEWORK COMPARATIVE MODEL 
 

Based on cyber protect simulation experience, organizations need to adopt an appropriate security 

policy as well as planning and deployment in order to enhance its network security. Every 

personnel within the organization, from senior level management down to the staff level, must be 

fully aware of the importance of enterprise information security. All employees should 

understand the underlying significance of security policy, planning and deployment of the 

organization. There are several models providing security framework or security reference model, 
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available in the market, namely the US National Institute of Standards and Technology (NIST) or 

the Control Objectives for Information and related Technology (CobiT) security framework, etc.  

 

5.1. THE NIST NETWORK SECURITY FRAMEWORK 

 
In February 2013, the US President issued an Executive Order (EO) 13636, in order to improving 

national critical infrastructure cybersecurity. The EO states: "It is the policy of the United States 

to enhance the security and resilience of the Nation's critical infrastructure and to maintain a 

cybersecurity environment that encourages efficiency, innovation and economic prosperity while 

promoting safety, security, business confidence, privacy and civil liberties". [16]. The US 

President EO 13636 ordered NIST to work with stakeholders to develop a voluntary framework 

based upon existing standards, guidelines, and practices in order to reduce cyber risks to national 

critical infrastructure. The NIST 2014 framework consists of standards, guidelines, and practices 

to promote the protection of critical infrastructure [17]. It is composed into five basic 

cybersecurity activities:  

 

• Identify, to develop the organization's understanding to manage cybersecurity risk to 

systems, assets, data and capabilities. 
 

• Protect, to develop and implement the appropriate safeguards to ensure delivery of critical 

infrastructure services.  
 

• Detect, to develop and implement the appropriate activities to identify the occurrence of 

cybersecurity events.  
 

• Respond (to develop and implement the appropriate activities to take action regarding a 

detected cybersecurity event).  
 

• Recover (to develop and implement the appropriate activities to maintain the integrity of 

the security plan and maintain network resilience while restoring impaired ability or 

services because of cybersecurity attack.   
 

The five activities above are then divided into categories in order to determine a more specific 

security practices and capabilities, i.e. asset management, access control, etc. Categories are 

further divided into sub-categories to explain in more detail or technical controls needed to meet 

the goals of each category (see Table I).    

 
Table 1. The NIST Network Security Framework 

            

                                                   
Functions 

Categories  Sub-categories 
Information 

References 

Identify 

• Asset 

Management 

• Governance 

 

• Invetory 

devices, 

systems and  

software, etc. 

• NIST 800-53 

CM-8, CA-2, etc. 

Protect 

• Access Control, 

etc. 

 

 

• Review access 

periodically 

• Two-factor 

authentication 

• ISO 27001  A6, 

A9, A11, A13, 

etc. 

 

Detect 

• Detect & 

Monitor for 

anomalies and 

events 

• Review logs for 

suspicious 

activity, etc. 

• NIST 800-53 

AU-6, CA-7, etc. 
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Respond 

• Mitigation of 

security events, 

etc.  

• Report 

suspicious 

events, etc. 

 

 

 

• ISO 27001  A6, 

A16, etc. 

Recover 

• Recovery 

planning, 

improve-ments 

and communi-

cation  

• Recovery plan 

• Manage public 

relations 

• Repair 

reputation 

 

• NIST 800-53 CP-

10, IR-4, IR-8, 

etc. 

• ISO 27001  A16, 

etc. 

 
 

 

6. THE SIX-WARE NETWORK SECURITY FRAMEWORK PROPOSAL 

 

This paper contributes an initial security framework concept, so called, The Six-Ware Network 

Security Framework (The SWNSF). The SWNSF concept is a comprehensive network security 

solution to enhance an organization’s network security resilience from various threats, attack and 

vulnerabilities. This is an operational-level security strategy that enables to figure out the most 

efficient and effective actions that may lead to the success of network security operation [18]. The 

idea behind this new concept was inspired by NIST network security platform version 1.0., dated 

12 February 2014. The SWNSF concept tries to elaborate NIST network security framework to be 

more practical for the operational level. The security framework discusion can be found also in 

mashup web data extraction system [19]. The SWNSF concept contributes a common thought to 

understanding, managing, and expressing network security risks, both internally and externally.  

 

The SWNSF concept contributes increased security awareness environment within an 

organization where it requires internal/external risk assessment and also threat analysis policies. 

All levels employees in the organization, ranging from highest level to lowest level must be 

actively involved in the SWF concept implementation. Otherwise, they cannot obtain better 

understanding of how threats or attack can be carried out successfully across the entire 

organization.  

 

6.1. THE SWNSF ENABLERS 

 
The SWNSF enablers provide a set of activities, which consists of six main variables, sub-

variables, indicators and information references (e.g., reference guidance). The SWNSF enablers 

are not only a set of checklist of actions to perform, but it presents key network security solutions 

to manage security risk and analysis in an organization computer network [20].  The SWNSF 

enablers comprises six main aspects, e.g., Brain ware, Hardware, Software, Infrastructure ware, 

Firmware, Budget ware (see Table 2).   

 

• Brainware or human factor, is the main aspect in network security environment. This 

variable becomes top list variable within the SWF concept. From network security 

perspective, it commonly known that human is the weakest link in information security 

environment. Human factor plays dominant role to enhance or on the contrary, to disrupt 

all efforts of existing information security within an organization. Therefore, organizations 

must have function or position related to information security, e.g., Chief Information 

Security Officer (CISO).   The CISO is a company's top executive who is responsible for 

security of personnel, physical assets, data and information in both physical and digital 

form. The CISO position has increased in the era of cyberspace where it becomes easier to 

steal sensitive company information. One of CISO’s responsibilities is to conduct 
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information security certification programs to all level employees. The intention is to 

produce "information security awareness employees" related to their position and function. 

  

• Hardware, plays dominant role in handling threats, attack and vulnerabilities. CISO has to 

teach all level employees how to use and treat organization’s hardware devices safely and 

wisely. It is because a high-level hacker is not just relying on a specific technique, but still 

combined with the conventional attack, e.g., social engineering attack. Combination of 

internal risk assessment and threat analysis are extremely needed, e.g., controlling 

individual access into the organization’s premises or facilities, locking systems and 

removing unnecessary CD-ROM or USB thumb drives, or monitoring and protecting the 

security perimeter of organization’s facilities, etc. 

 

• Software, relates to utilization of software applications security which are used daily in the 

office, e.g., email, website, social media and other applications. High security awareness is 

really required because a high profile attacker will always kept on trying to infect or inject 

malicious emails and its attachments or invite to visit malware-infected websites. The 

attackers are also constantly introducing new threats although various network security 

application tools are available in the market. 

 

• Infrastructure ware, has an important role in facilitating secure organization network 

infrastructure, e.g., monitoring network from various threats, attack and vulnerabilities. 

Nowadays, most of organizations  have been highly dependent on Internet access. On the 

other hand, not all of employees have a good level understanding about security risks they 

might face in the office, where this condition is making the organization’s network 

infrastructure more vulnerable.   

 

• Firmware, includes documentation of an organization security strategy and policy, 

standard operating procedures (SOPs), business continuity plans (BCPs), network security 

frameworks or International Organization for Standardization (ISO), i.e. ISO 27001:2013, 

etc. [21], NIST network security framework version 1.0, government security policy and 

strategy [22], etc. 

 

• Budget ware, plays important and strategic role in facilitating implementation of the five-

ware variables above. It is because an organization is urged to provide big enough money 

or sufficient budget to purchase e.g., network security application tools, patching systems, 

software licenses, training and education, certification programs, etc. It is highly 

recommended top level management must put this matter as a high level priority in order to 

build information security awareness. Allocating sufficient information security budget 

could protect the entire network system. Otherwise, they will face organization’s 

significant financial losses, etc. 
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Table 2. The SWNSF Enablers (Enablers and Components) 

 

Aspects Variables Sub-variables 
Indicators Infosec 

References 

Brainware • CISO, etc. 
• Security 

training, etc.  

• Security Aware-ness   • CISSP, CISA, 

etc. 

Hardware 

• Server 

Farms  

 

• USB, etc. 

• No compromises 
• Bench marking, 

etc. 

Software   
• Application 

 
• MS Office, etc. 

• No pirated Appl. etc. • Regular 

updates,etc 

Infrastruc 

tureware 

• Network    

Infrastruc 

ture 

• Firewalls. 

• IDS. 

• DMZ, etc. 

• No network security 

breaches, etc. • Self penetration 

testing, etc.  

Firmware 
• Security  

hand book 

•  Bussiness 

Continuity Plan  

• Good Bussiness pro-  

cesses 

• NIST. 

• ISO 27001, etc. 

Budget 

ware 

• Sufficient 

budget 

 

•  Buy software 

licen ses, etc. 

• Licences always 

updated, etc. 

 

• Allocated 

budget  policy, 

etc. 
 

 

6.2. THE SWNSF COMPONENTS 

 
The SWNSF components proposed, that will be further developed as a theoretical research 

framework, work together as follows: 

 

• Variables, organize network security fundamental aspects as enablers, e.g., brainware, 

hardware, software, infrastructureware, firmware and budgetware) at highest level. These 

variables help an organization in managing its security risk and analysis by organizing or 

clustering data or information, threats and attack activity. Variables align with security and 

policy framework to reduced impact to organization quality of services (QoS) e.g., 

investments in human resources, planning and budgeting exercise or recovery actions, etc. 

  

• Sub-variables, are sub-divisions of a variable closely tied to a particular (for example, 

brainware variable) security awareness activities e.g., “security awareness”, “socialization 

and training”, “network security certification program”, etc. 

 

• Indicators, are sub-divisions of a sub-variable, divided into technical outcomes. Indicators 

provide a set of results to achieve outcomes for each sub-variable. Indicators example (like 

security awareness sub-variable) e.g., “conducting security awareness training program”; 

“socializing and implementing security awareness culture in the company”; or 

“notifications from any social engineering attack or security breaches that are being 

investigated", etc. 

 

• Information References (IR), consists of network security standards, guidelines, methods 

and practices to achieve solutions or outcomes associated with each indicator. IR which 

presented in the SWF concept are illustrative and not complete. Examples of IR (like 

conducting security awareness training program indicator) e.g., “certified ethical hacking 

(CEH) course from EC-council”; “DoD information assurance awareness training”; and 

“Achieving ISO 27001 Certification”; etc.  
 

The SWNSF component provides a set of activities to achieve specific network security 

outcomes, and references examples of guidance to achieve those outcomes. The SWNSF 
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component is not a checklist of actions to perform. It presents key cybersecurity outcomes 

identified by organization as helpful in managing the risk within organization network security 

environment.      
 

7. CONCLUSION AND FUTURE WORK 

 
In terms of network security exercices, the cyber protect simulation is a very good simulation 

tool. Positively, the cyber protect simulation provides users with useful experiences of tactical 

and strategical security situation awareness. The users are given the freedom to model and 

simulate the best strategy to security his secured LAN configurations efficiently and effectively. 

The cyber protect simulation needs to be developed to face the growth of new variants of security 

threats, attack and vulnerabilities. The cyber protect needs to comply with sophisticated security 

frameworks available. In this paper, the authors propose a new security framework, called the 

SWNSF concept. At this moment, the SWNSF concept cannot be compared, yet, with the NIST 

or other security frameworks available on the market. It is because, the SWNSF security concept 

is just an initial proposal to enhance an organization’s network security environment.    

 

In the future, the SWNSF concept needs to be implemented and developed more in-depth through 

further research on specific areas, e.g., determining more technically and specifically security 

framework variables, sub-variables, indicators, information references, security index scores, etc. 

Next step, The SWNSF concept will be implemented into a user friendly GUI (Graphics User 

Interface) or dashboard which acts as an early warning network security system measurement 

within organizations, institutions or companies. The SWNSF dashboard will work in multi-

tasking environments. i.e. portraying the existing LAN security environment while finding the 

root cause of network security loopholes and suggest some actions to be taken to manage the 

security aspects. Nevertheless, at the end of the day, it can be concluded that to achieve a perfect 

or totally a secure network environment is a very difficult task. 
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